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Abstract

Cooperative transmissions for radar and communication tasks have been recently studied with the
goal of addressing the problem of the increasingly crowded RF spectrum. In this paper, we propose
a dual-function radar communication (DFRC) system in which the radar platform and resources are
used for target probing and communication symbol embedding simultaneously. The proposed DFRC
system is based on the concept of multiple-input multiple-output (MIMO) in tandem with transmit
beamforming where a number of transmit beams, which can be larger than the number of transmit
antennas, are formed. We show that the transmit beamforming weight vectors may be designed to achieve
transmit processing gain, embed communication symbols intended for the communication receiver,
and prevent eavesdroppers from intercepting the communication message. Our proposed method for
embedding communication symbols into the MIMO radar emissions is based on changing the order
of the orthogonal waveforms along the transmit beams from one pulse repetition period to another. In
so doing, the communication symbols are represented by different associations of the orthogonal radar
waveforms and transmit beams. We show that the data rate is proportional to the factorial of the number
of transmit beams, which permits high data rates (in the megabits per second) for a moderate number
of transmit antennas. The error probability is analyzed and the bounds on the symbol error rate are
derived. We show that changing the number of transmit beams leads to a tradeoff between the data
rate and target detection accuracy. Simulation examples are provided for performance evaluation and to

demonstrate the effectiveness of the proposed information embedding technique.
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I. INTRODUCTION

Co-existence between radar and communications can take different forms and employ various
strategies [1]-[5]. The two systems can be deployed using separate platforms [6]-[13] or may
have a common transmitter. In both cases, joint waveform design is likely to proceed to minimize
mutual interference when operating in the same frequency band. Furthermore, if a cooperative
transmitter is employed for both systems, the radar resources, including power, bandwidth,
aperture, and RF front ends, can be put at the disposal of the communication signaling task,
provided that the radar primary function is compromised as little as possible [14], [15].

Towards minimizing the mutual interference between the radar and communication signals,
communication symbols can be embedded into the radar emissions [16], which defines what is
known as dual-function radar-communication (DFRC) systems [17]-[23]. These systems may
modulate the radar beam [24] or the radar waveform [20], [25], or both. Communication signal
embedding is performed over each pulse repetition interval (PRI) and can employ different
modulation schemes including amplitude shift-keying and phase-shift keying (PSK). A number
of variants of DFRC systems have been recently introduced. For example, changes in sidelobe
levels, achieved by designing multiple beam patterns with a shared common mainlobe, permit
the transmission of different symbols towards a designated user [24]. It was shown in [22], [26],
[27] that synthesizing the radar pulse by orthogonal waveforms in a multiple-input single-output
system allows waveform diversity to play a fundamental role in embedding phase modulated
signals in radar emissions. Information embedding can also be achieved by modulating the radar
waveform in fast time [20], [28].

In this paper, we consider MIMO DFRC systems where signal embedding benefits from the
multi-sensor radar aperture and capitalizes on the available orthogonal or weakly correlated
waveforms imposed by the MIMO radar operation. The main goal is to use the radar’s original
waveforms in place of the composite radar-communication waveforms, and as such, avoid joint
waveform design that may disadvantage the primary radar functionality and reduce its power.
At the core of our contribution is to dually allocate the available power for both radar and
communications not without any reduction in the radar power. This provides high SNR and
subsequently increases the communication bit rate. We accomplish this goal by embedding
communication symbols through the shuffling of the independent waveforms across the transmit

antennas. This means each communication symbol corresponds to one particular order of the
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waveforms along the aperture. Waveform shuffling is transparent to the radar operation and
does not change the radar receiver performance or compromise the offerings of the MIMO
radar. In essence, since permutations used to shuffle the waveforms are known to the radar,
the unshuffling at the radar receiver amounts to undoing the permutations at the transmitter
and reassigning the waveforms to their reference antennas. This operation restores the coherent
structure of the MIMO radar data, enabling the radar functionality to proceed as in the case
of unshared platform and independent functions. In this respect, the only burden placed on the
DFRC system is the additional complexity associated with applying the permutation operation
during the transmit mode and reversing the permutation during the radar receive mode.

We derive the achievable data rate under the proposed signaling scheme and show that the
number of symbols that can be embedded is a factorial of the number of transmit antennas.
Toward this end, the large number of degrees of freedom that are available in choosing sym-
bol combinations is exploited for the lowest possible symbol error rate (SER). The latter is
investigated as a function of signal-to-noise ratio (SNR) and the direction of the communication
receiver.

The paper is organized as follows. Section II presents the MIMO radar signal model. Sec-
tion III describes the proposed information embedding scheme whereas section IV discusses
beamforming design techniques for DFRC systems. Section V gives some performance analysis.

Simulation results are given in section VI and conclusions are drawn in section VII.

II. MIMO RADAR SIGNAL MODEL

Consider a joint radar-communication system that embeds information into the radar emissions
as a secondary function. The system consists of a dual-function MIMO radar platform and a
communication receiver, as illustrated in Fig. 1. The MIMO radar platform is equipped with
a dual-function transmit array comprising M omnidirectional colocated transmit antennas and
a receive array of N colocated antennas arranged in an arbitrary linear shape. Without loss of
generality, we assumed that the transmit array is a uniform linear array (ULA) with inter-element
spacing d measured in wavelength. It is also assumed that both the transmit and receive arrays
are located in close proximity to one another such that a target in the far-field would be seen
from the same direction by both arrays.

Let ®(t) = [¢1(t), ..., dx(t)]" be the K x 1 vector of transmit waveforms where (-)” denotes

matrix transpose and {¢x(t)}, k= 1,..., K, is a pre-designed set of orthogonal waveforms. The
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Fig. 1. Illustrative diagram of a joint MIMO radar and communication system

orthogonal transmit waveforms satisfy the condition

. O (t)¢p (t)dt = 0(k — k), (1)

where ¢ is the fast time index, T} is the radar pulse width, (-)* denotes the conjugate, and 0(-)
is the Kronecker delta function.

Transmit beamforming techniques are used in MIMO radar to achieve transmit coherent
processing gain. Let @ = [0, 0..x] be the spatial sector where the radar operation takes
place, i.e., where the transmit energy should be focused, and wj be the M x 1 weight vector
used to form a transmit beam to focus the k™ waveform ¢y, () within the desired spatial sector ©.
Using K transmit beamforming weight vectors wy, k = 1,..., K, the baseband representation of
the M x 1 transmit signal vector s,(¢) can be expressed as a linear combination of the individual

orthogonal waveforms, i.e.,

K
s(t) = ) widn(t) = W (1), )

k=1
where W = [wy,...,wk] is the M x K transmit beamforming weight matrix. Note that the

transmit energy per pulse is normalized to unity. We assume that the total transmit energy in
a single pulse is fixed to E; = M. This can be satisfied by normalizing the weight matrix

W such that tr{WH#W} = M, where tr{-} denotes the trace of a square matrix. It is worth
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noting that s,(t) is the vector of the baseband signals used at the transmit side of the MIMO
radar system. From a practical viewpoint, transmit power efficiency is achieved by employing
constant modulus signals. It is noted, however, that from a receiver perspective, the signal model
(2) enables pulse compression using the signal vector ®(¢) which need not be constant modulus.
This permits additional degrees of freedom in designing the individual orthogonal waveforms.
Considering () point targets in the far-field, the N x 1 complex vector of the received

observations can be expressed as [29]

Q
x(t,7) = By (r) [a” (6,)sa(1)] b (6,) +n(t,7)

= i B, (1) {(WHa(Hq)>T<I>(t)} b (0,) +n(t,7) 3)

where 7 is the pulse number, 3, (7) is the reflection coefficient of the ¢™ target, 6, is the spatial
angle associated with the ¢™ target, a (6) and b (6) are the steering vectors of the transmit and
receive arrays, respectively, (-)¥ stands for the Hermitian transpose, and n (¢, 7) is the N x 1
vector of zero-mean white Gaussian noise. In (3), the reflection coefficients 3, (1), ¢ =1,...,Q
are assumed to obey the Swerling II target model [30].

Matched-filtering is applied at the radar receiver to extract the received signal components
associated with the individual transmitted waveforms. Assuming that the K transmit waveforms
satisfy the orthogonality condition at all time-delays and Doppler-shifts within the range and
velocity specifications of the radar, matched-filtering the received data to the waveforms yields

the K N x 1 extended virtual data vector

y(7) = vec (/TO x(t, 7)® (t) dt)

= i B,y(T) [(WHa(Qq)> ®b (eq)] +n(r), “4)

where the operator vec (-) stacks the columns of a matrix into a single column vector, ® denotes

the Kronecker product, and

(1) = vec ( /T : n(t, T)<I>H(t)dt) )

is the KN x 1 noise term with covariance given by aﬁIKN where Ixy denotes the identity
matrix of size KN x K N. In practice, perfectly orthogonal waveforms with overlapped spectral

contents cannot be achieved, and consequently waveforms with low cross-correlations should be
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used. The problem of waveform design with low cross-correlations has been extensively studied

in the literature (see [31], [32], and references therein).

III. PROPOSED FORMULATION AND INFORMATION EMBEDDING SCHEME

In this section, we show that MIMO radar with transmit beamforming and waveform per-
mutation yields the same extended virtual array model at the radar receiver. This section also
presents the proposed information embedding scheme based on shuffling the transmit MIMO

radar waveforms.

A. MIMO Radar With Waveform Permutation

Let P be an K x K arbitrary permutation matrix. Applying the permutation to the vector of

waveforms ®(t) yields the K x 1 vector of shuffled waveforms W(t), that is
U(t) =Pd(t). (6)
Using the permutation matrix properties P =P7 and P~!'=P7, we have
V()P (t) = PR(t)®" (1) PH
=PP" = 1. )

Therefore, the shuffling operation does not affect the orthogonality between different waveforms.
By using the vector of shuffled orthogonal waveforms W(¢) at the MIMO radar transmitter, the

N x 1 complex vector of the radar received observations can be rewritten as

7ﬁ=§imv>R“ﬂa@DTWw]b@»+nmr» ®

Since the shuffling is known at the radar receiver, matched-filtering the data (8) to the permuted

vector of orthogonal waveform W(t) yields

= vec ( x(t, 7)®H (¢ )dt)
Q

B, (1) | (Wa(e) b 6] + 1), ©

q=1

B(r) = vec ( /T it T)\I'H(t)dt)
VTO n(t, T)@H(t)dt} PT) (10)
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is the KN x 1 additive noise term with covariance O’?LI KN-

By comparing the virtual signal models (4) and (9), we see that the MIMO radar with and
without waveform permutation yields the same data model at the radar receiver except for a
permutation on the additive noise term. In this respect, following the waveform shuffling, the

noise term in (10) can be expressed in terms of the noise term (5) using the following relationship
n(7) =[P ® Iya(r). (11)

Both 11(7) and n(7) are zero-mean white Gaussian noise with covariance o2If . This implies
that using a permuted version of the orthogonal waveforms at the input of the transmit array

does not alter the MIMO radar operation.

B. Information Embedding Using Waveform Permutation

In MIMO radar with transmit beamforming, each column of the transmit beamforming weight
matrix W is used to form a transmit beam. Therefore, during each radar pulse, i beams are

simultaneously formed. The beampattern associated with each beam is defined as

2 T T

, ee[—— ),k::l,...,K. (12)

91(0) = ||wiao)] i

Let S = {¢1(t),...,dk(t)} be the set of orthogonal waveforms. During each radar pulse,
all K waveforms are transmitted simultaneously; one waveform via each beam. Therefore, the
assignment of /K orthogonal waveforms to the K transmit beams is essentially a permutation of
the elements of S. Let us denote the possible permutations as Sy for ¢ = 1,..., Lyem, Where
Si £ S is the reference arrangement, Lyerm = K is the total number of permutations, and (-)!
represents the factorial of a non-negative number. A permutation S; on S can be expressed in
terms of the corresponding K x K permutation matrix P,. Thus, the /M vector of permuted

waveforms is obtained from the original vector of orthogonal transmit waveforms ®(t) as
W, (t) =P,®(t), (=1,...,Loerm. (13)

To embed information into the MIMO radar emission, we employ the vectors of permuted
waveforms as communication symbols. That is, during each PRI, one of the permuted waveform
vectors is drawn and transmitted based on the communication message being embedded. In
essence, each permutation matrix corresponds to one communication symbol. Suppose that during

the 7™ radar pulse, the transmit set of waveforms is W (¢;7) € {W,(¢),..., ¥, . (t)} and assume

perm
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that the communication user knows its direction 6. relative to the stationary MIMO transmit
platform. Then, the baseband representation of the signal at the input of the communication

receiver is modeled as
T
Teom (£ T) = Qiep (WHa(Gc)) U(t) +2(t;7)
= Qg (WHa<QC)>TP(T)<I>(t) + 2(t; 1), (14)

where oy, 1s the channel coefficient representing the propagation environment between the MIMO
radar transmit array and the communication receiver, and z(t; 7) is noise additive term which is
assumed to be Gaussian with mean zero and variance o2.

The communication receiver has perfect knowledge of the vector of orthogonal waveforms

®(t). Matched-filtering the received data (14) to ®(¢) yields
Teom(T) = vec </ r(t; T)‘I)H(t)dt)
To
= aq,PT(1)Wa(0,) + z(1)
= CYchscorn(T) + Z(T), (15)

where z(7) = vec < fTo 2(t; ) ®H (t)dt) is the vector of zero-mean additive white noise with

covariance o2I, and
Secom(T) = PT(T)WHa(6,) (16)

is the K x 1 vector of received communication symbol. Define the K x 1 transmit beamspace

steering vector as
aps(f) = Wa(h). (17)

Equations (16) and (17) show that the communication receiver signal at the output of the matched-
filter is a (scaled and noisy) permutation of the transmit beamspace steering vector towards the
intended communication direction, i.e., a permutation of ags(f.). Therefore, the permutation
matrix P(7) can be recovered from the received vector r.,,(7) by determining the permuted
elements of the steering vector aps(f..) provided that they are distinct.

Assume that L (L < Lpyem,) distinct permutation matrices are appropriately selected to form
the dictionary Dp = {P;,...,P}. Information embedding at the transmit side is achieved by

selecting the vector of transmit signals such that P(7) € Dp. Using (16), the corresponding
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dictionary of distinct communication symbols at the communication receiver can be constructed

as

D, = {s:1(60,),...,s0(0.)}. (18)

Thus, during a particular radar pulse, the embedded communication symbol can be detected by
comparing Scom, (7) to the symbols in Dy, as explained in the following subsection. The cardinality
L of the dictionary is directly related to the data radar performance while L., determines the
capacity of the communication system as discussed in section V.
At this point, two remarks are in order:

Remark 1: The communication receiver is able to recognize the transmitted symbol provided
its elements are distinct. Since the transmitted symbol at the receiver is a permutation of the
steering vector, which is a function of the direction of the communication receiver with respect
to the radar, we expect that the communication receiver’s ability to detect the embedded symbol
would depend on the direction at which the receiver is located. This will be discussed in more
details in Sec. V.

Remark 2: The MIMO radar receiver has perfect knowledge of the vector of permuted waveforms
W, (t) and, consequently, it is able to apply the correct matched-filters to undo the shuffling, as
explained earlier in Sec. III-A. Therefore, the act of embedding communication symbols into the
radar signal does not impact the radar’s primary tasks, whether they pertain to target detection,

direction-of-arrival estimation, tracking, or otherwise.

C. Received Symbol Detection

Let us assume for the purpose of this work that the channel is non-changing and has unity
gain'. Since the noise follows a multivariate complex Gaussian distribution with zero mean and

covariance matrix 02l the pdf of ren(7) is given by

_ ﬁ o { lrontr) = aI;;(T)aBs(ec)H?}

2
rcom(T) - ascom(T) H

/ (rcom (1) ‘Scom(7>)

! |
= ———-exp{ —

) 19)

2
0;

'In practice, we assume that the channel is estimated accurately. Training sequences can be periodically transmitted to update

the channel estimate.
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where « is an unknown complex scalar. The maximum likelihood detector then becomes

Scom (T) = arg mi% |ITcom(T) — ast. (20)

«,sc
This is equivalent to finding the permutation matrix P such that

A~

P(r) = arg mPin Hrcom(T) — PTagg(6,) ||2 . (21)

Writing the minimization in terms of the permutation matrix ensures that the properties of the
permutation are expressed in the detector. This minimization, however, is not a simple problem
and its implementation in the general case is beyond the scope of this work. For small values of
M, we can enumerate the symbols s,(f.), and an exhaustive search can be used to implement

the detector. We employ this approach for the purpose of illustration in this paper.

IV. TRANSMIT BEAMFORMING DESIGN FOR DFRC WITH ROBUSTNESS AGAINST

EAVESDROPPING

In this section, we develop a method for transmit beamforming design for joint MIMO
radar and communication systems. In the context of MIMO radar, transmit beamforming has
been used to achieve transmit coherent processing gain by focusing the transmit energy within
certain desired spatial sector(s). Here, we propose to additionally employ transmit beamforming
to enforce a certain structure to the transmit beamspace steering vector towards the intended
communication direction. Furthermore, transmit beamforming can be appropriately designed to
provide robustness against eavesdropping.

As we discussed in the previous sections, the permuted versions of the transmit beamspace
steering vector apg(f.) are used as communication symbols. To enhance the probability of
detection, we need to ensure that all symbols in the dictionary are unique and detectable with
equal probability. This can be achieved by restricting the phases of the entries of agg(d.) to
be uniformly distributed on the unit circle, which is expressed through the following equality

constraint

Zaps(0.) = ZWHa(b,)

2T 27rT
L (K —1)— 22
K- 22)
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where /- denotes the angle of a complex number. Additionally, robustness against an eaves-
dropper located at direction . can be assured by enforcing all transmit beams to have the same

phase towards the eavesdropper direction, that is,
/wha(g,) = - = zwia(d,). (23)

Convex optimization based techniques can be used to design the transmit beamforming weight
matrix W while satisfying the phase conditions (22) and (23). For the remainder of this paper,

we assume that the matrix W is appropriately designed.

V. PERFORMANCE ANALYSIS

Now, we turn to the proposed communication scheme. We first establish the maximum achiev-
able bit rate. Then, we discuss the dependence of the channel on the spatial angle of the com-
munication receiver with respect to the transmitter and describe a simple strategy for mitigating

this dependence. Finally, we establish an upper bound on the symbol error rate.

A. Conventional MIMO Radar Case

In this subsection, we analyze the theoretical performance of the DFRC system when the radar
operates in conventional MIMO radar mode. This is a special case of (3) obtained by putting
W = I, resulting in the virtual transmit steering vector being identical to the actual transmit
array steering vector, that is, aps(f) = a(#). In this case, the communication function has some
theoretical limitations on the achievable data rate and the BER performance as given below.

1) Achievable Bit Rate: Given that the radar transmits one symbol per pulse, the symbol rate
of the communication system is identical to the pulse repetition frequency (fprr). The number
of bits that can be transmitted per symbol is determined by the total number of unique symbols

(or permutations), L, that are used

Nb == Uog2<Lperm>J ) (24)

where |- | denotes the floor function. The resulting bit rate of the system is Ny, X fprr. In general,

Lyerm 18 not a power of 2 and the required number of symbols to transmit the /N, bits is
L = 2loga(Lperm)] < Lperm- (25)
The fact that only a subset of the available symbols is required offers flexibility in the design

of the actual system as well as providing improved noise immunity. However, a comprehensive
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study of this task is beyond the scope of this work. In order to illustrate the performance of the
proposed strategy, we employ enumeration (for relatively small M) to select the subset of L,em
symbols with inter-symbol distances ||sy — s¢||?, ¢/, ¢ =1,..., L.

The maximum achievable bit rate can be calculated in terms of the number of transmit elements
as

Ny, = [logy(M1)]. (26)

This can be rewritten as u
N, = {Z log, k;J . (27)
k=1

A useful measure of the system’s capacity is the achievable bit rate per antenna, which is obtained

as
1|
Nbitsperantenna = M \\Z 10g2 kJ . (28)
k=1
Now since limy; o IO%M = 0, we can find a useful approximation for the number of bits for

large M. Replacing the sum by the integral, we have

. T
Nbitsperantenna = / e 10g2 xdx
1

T
1 T
= Tlog? [zlogx — x|
1
= TlogT —T+1
T log 2 (T'log 1)
1 1
= log, T — . 29
082 log 2 + T'log 2 (29)
Therefore, the number of bits per antenna per pulse for large M is given by
1
Nbitsperantenna ~ \‘logQ M — @J ~ Uog2 MJ : (30)
And the number of bits per PRI is
M 1
Noitsperpuise = | M loge M — —— . 31
bitsperpul { 082 log2+log2J D

2) Angular Ambiguities: Since the elements of the dictionary D are permutations on the
steering vector a(f.), Lperm is a function of the number of unique elements of a(,). For 6. = 0,
that is when the communication receiver is at broadside, all elements of a(f.) are real and
D = {s1(0)} has only one element. We refer to this as the degenerate case or trivial ambiguity,

and no information can be embedded via shuffling the transmit waveforms. When 6. > 0 is
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small, the phases of the elements of a(f.) are equally spaced on the unit circle with phase
difference ¢, £ o71d sin(f.). As 0. increases, the angle . increases and we reach an angle 6,
for which we have the largest spread around the unit circle. At this point, the minimum phase
difference between any two elements of a(6),) reaches its maximum value. We refer to this case
as the maximal spread angle for which we have ¢, = 27 /M. The corresponding spatial angle

is given by

e (L
0y = sin (Md) (32)

For 6, > 0y, it is possible that two (or more) elements of a(f.) assume the same value. This
occurs when their phases are equal modulo 27. The first non-trivial ambiguity happens when

(M — 1)1 = 27. Solving for ¢, we obtain

1
0, =sin ' [ —— ). 33
o () >
In this case, only two elements of a(f;) overlap, namely ao(6;) = 1 and ay;_1(0;) = €/*" and the

cardinality of D iS Lyem = (M — 1)!. In general, ambiguities result whenever (M — n)p = 2,

which implies that ¢,, = Man forn=1...M — 1. Solving for the spatial angles, we have
1
0, =sin" [ ——— =1...M -1 34
sin ((M—n)d)’n (34)

Note that for all angles 6. other than the points of ambiguity, all elements of s, are distinct and
Lyermn = M. Figure 2 shows angular ambiguities and bits per symbol that can be transmitted
versus the spatial angle for a MIMO system with M = 10 and d = 0.5. The red curve in the
top graph gives the minimum angular separation of the elements of the symbol vectors s,. As
predicted by (32), the maximal spread angle is 11.54°, whereas the first ambiguity occurs for
0. = 12.84° in agreement with (33). The number of bits that can be transmitted per symbol is
shown by the blue curve in the bottom graph in Fig. 2. The system is able to transmit a maximum
of 21 bits/symbol except at the discrete set of angles described in (34), where for each angle,
the number of bits is reduced depending on the number of elements with unique phases. It is
important to note, however, that for angles where the minimum angular separation is small, the
performance may be poor if the full number of bits is used. Therefore, it is advantageous to
transmit at the maximal spread angle 65, which guarantees the best performance at the maximum
data rate. In the following section, we describe a scheme to mitigate the ambiguities and steer

the performance of the maximal spread angle to any receiver spatial angle.
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Fig. 2. System capacity as a function of the spatial angle of the communication receiver: (top) minimum angular separation

between the symbol elements; (bottom) number of bits per symbol (number of bits per PRI) that can be transmitted.

3) Angular Ambiguity Mitigation: The ambiguities described above can be mitigated by
inducing the required phases at the transmitter. Let us suppose we pre-multiply element-wise at
the transmitter the vector of orthogonal waveforms, W(t), by the vector u = [1 €% ... e/(M=#],
Then, the vector of phase-shifted orthogonal waveforms becomes W (¢) = u® ¥ (t). Clearly, ¥(t)
still comprises orthogonal waveforms and the radar operations is unchanged. The matched-filtered

signal at the communication receiver, however, becomes
r=BuP} (a(f,) ©Ou) +w
= B + w. (35)
The received symbol vector now has elements s,(f) — e7#(¥e+%) Thus, we can induce a specific
phase progression, ¢4, at the spatial angle 6. of the communication receiver by setting ¢ =

pq — .. For example putting ¢4 = @y = QM’T, we can induce the maximum angular spread at
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any communication receiver .. In this manner, not only are we able to mitigate the ambiguities,
but also to deliver the best symbol dictionary to any receiver.

4) Symbol Error Rate: Let us assume without loss of generality that the transmitted symbol
be s()(6,). Then, a symbol error occurs at the receiver whenever the noise places the received
signal closer to another symbol, s“(6.), such that ¢ # i. We now seek an upper bound for the
probability, p., of symbol error. To this end, we proceed to write p. = 1 — P(no error). Now let

us define d¥) 2 |r —s)(6,)||%. Then, the probability of a correct symbol detection is given by
P(no error) = P (d9 < d9.V ¢=1...L,1#4). (36)

Now for each symbol s\)(6.), we have
{a9 <a®} 2 it {a < d}. (37)

Consequently, we have
P(dC ) > H P( <d¥ ) (38)

The problem on the right hand side is similar to a PSK scenario where the angular separation

(i) _

between two constellation points is given by v, ©® — ) The possible values for 7, are

equal to kp. form =1,..., (M —1). The probability of error can then be approximated at high

SNR by @ (v/2psin Z), where Q(z) = lerfc (\%) and erfc(x) is the standard complementary

error function. Thus, we get

2 (d}j‘) < d§f>> ~1-Q (@sm %) . (39)

Clearly, an error may only occur if the two entries are not equal. Then, we arrive at

M-1

, 1 ,
(@) () (%) OING)
P <d"¥)< E P (dk <d;’|s (k’)) . (40)

k=0

Since there are M elements, the upper bound on the probability of error becomes

%Aé:l(l—Q(\/Q—psin%>>] . (41)

P(error) <

B. MIMO Radar with K transmit Beams

The use of MIMO radar with transmit beams offers some advantages over the use of conven-
tional MIMO radar with omnidirectional transmission. The first advantage is the increased SNR

at the communication receiver due to the transmit processing gain associated with each transmit
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beam. The second advantage is the ability to increase the bit rate per PRI by choosing the number
of beams K to be larger than the number of elements M. In fact, according to [33], the number
of transmit beams that can be achieved with the same transmit radiation pattern equals 21,
Therefore, the bit rate that can be achieved is proportional to log,(K'!) = log,(2~1!). However,
implementing this high limit of bit rate comes at the price of decreased detection efficiency due
to the decreased phase separation 27/ K.

As an illustrative example, assume that the number of transmit beams is chosen to be twice
the number of transmit antennas, i.e., K = 2M. Then, the achievable bit rate per PRI can be

found using Eq. (31) as

Ny = [K'log, K|

K 1
~ | Klog, K —
L o8 log2+log2J
1

2M N
log2  log2

M 1
—2 | Mlog, 201 = 0k g

= {QMlog2 2M —

log2  2log?2
Z 2Nbitsperpulse- (42)

Therefore, the use of a number of beams that is twice the number of antennas increases the
achievable data rate by more than a factor of two. For example, if conventional MIMO radar is
used with M = 10 elements, the maximum achievable bit rate is 21 bits per PRI while the use

of K = 20 beams enables achieving a maximum data rate of |(20!)] = 44 > 2(21) bits per PRI

VI. SIMULATION RESULTS

In order to demonstrate the capacity of the proposed system for establishing joint MIMO
radar and communication operation, we consider a MIMO radar with a dual-function transmit
platform comprising M = 10 omnidirectional transmit antennas. The transmit elements are
arranged in a uniform linear array shape with interelement spacing of half a wavelength. We
evaluate the system by comparing the performance of MIMO radar with transmit beamforming
using K = 4,8, and 16 transmit beams to the performance of conventional MIMO radar with
omnidirectional transmission. Throughout the simulations, we assume that the communication

receiver is located in direction . = —14° and an eavesdropper is located in direction 6, = 7°.
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Fig. 3. Transmit beampattern versus angle for different numbers of transmit beams as well as for the case of conventional

MIMO radar with omnidirectional transmission.

Example 1: Transmit beamforming Design for Joint Radar-communications

In the first example, we test the transmit beamforming design for joint radar-communications.
We demonstrate the performance by showing the transmit beampattern versus angle, the transmit
processing gain within the desired spatial sector for the MIMO radar operation, and the phase
distribution of the formed communication symbols towards the intended communication direc-
tion. We assume that the general directions of the radar targets are located within the spatial
sector © = [—15° 15°]. The radar operation requires focusing the transmit power within the
sector © while keeping the sidelobe levels below a certain level, e.g., 20 dB below the main
beam. We use the minmax criterion to design a principal weight vector that satisfies the radar
requirements. Then, we employ the transmit radiation pattern invariance technique [33] to design
16 weight vectors which have the same radiation pattern as that of the principle weight vector

but different phase value towards the intended communication direction. Each of the 16 weight
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Fig. 4. Communication symbol phase distribution for different values of K (a) phase versus gain of transmit beams towards
the intended communication direction, i.e., distribution of Z{W*a(6.)} versus [W"”a(6.)| (b) phase versus gain of transmit

beams towards the direction of the eavesdropper, i.e., distribution of Z{W*a(0.)} versus ’WH a(f.)|

vectors is used to form a transmit beam. We consider three cases of MIMO radar with transmit
beamforming K = 4, 8, and 16 transmit beams in addition to the case of conventional MIMO
radar. For the two cases of K = 4 and 8 beams, two subsets of 4 and 8 transmit weight vectors
are selected from the larger set of 16 weight vectors. For each case, the transmit beamforming
matrix W is scaled such that the total transmit power is fixed to trace{ W#W} = 10. Figure 3
displays the transmit beampatterns versus angle for all cases considered. The results demonstrate
that the case of K = 4 beams has the highest transmit processing gain within the main beam
since the total power is equally divided between the 4 beams. Note that the 4 beampatterns
associated with the case of K = 4 are exactly the same; shown by blue color curve in the
figure. As the number of beams increases, the transmit gain decreases as a result of dividing
the transmit power among more beams. The figure also shows that the case of K =16 beams
has higher gain within the main beam region than the conventional MIMO case which has a flat
beampattern over the entire spatial domain.

The achievable bit rate per PRI depends on the number of distinct entries of the symbol s,
and the symbol detection performance depends on the separation between the corresponding
phases as discussed in Sec. V. Figure 4 shows the distribution of the phase of each transmit

beam versus the transmit gain for different values of K as well as for the case of conventional
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Fig. 5. SER versus SNR for the case where the communication receiver is at direction 6. = —14°.

MIMO, i.e., for the case of K = M and W = I,,. The phase distribution towards the intended
communication direction is given in Fig 4-a, which shows that the phases associated with the
cases K = 4, 8, and 16 are uniformly distributed within the [0, 27] interval. The figure also
shows that the phases associated with the conventional MIMO case are not equally distributed
within the [0, 27] interval. This can result in a reduced achievable bit rate per PRI and/or
an increased symbol error rate. The phase distribution towards the eavesdropper is shown in
Fig 4-b for all cases considered. The figure shows that all cases have distinct phases that are
non-uniformly distributed within [0, 27|. This means that the eavesdropper may still be able
to detect the embedded information. In order to prevent the eavesdropper from intercepting the
communication message, all phases (or at least some of the phases) towards the direction of
the eavesdropper should be very close to each other. This case will be demonstrated in the last

example in this section.

Example 2: Symbol Error Rate versus SNR

In the second example, we demonstrate the communication detection performance by showing

the SER as a function of SNR. We use the same setup and the same number of beams used in
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Example 1. The cases of K = 4, 8, and 16 beams enable the embedding of the maximum bit
rate of N, = 4, 15, and 44 bits per PRI, respectively, while the case of conventional MIMO
radar enables the embedding of a maximum bit rate of 21 bits per PRI. However, in order to
ensure a fair comparison, we fix the number of bits per PRI to NV, = 4. To implement that for the
case of K = 4 beams, we generate a constellation of size L = 16 symbols that are selected from
the total number of Ly, = 4! = 24 symbols. For the cases of 8 and 16 beams, the constellation
comprises L = 16 symbols selected from the total number of L,e, = 8! and Lyem = 16,
respectively. For the conventional MIMO case, the constellation consists of L. = 16 symbols
selected from the total number of L, = 10!. For the latter three cases, the total number of
permutations is very large. Thus, for the purpose of this simulation the constellation is formed
using L = 16 symbols that are selected randomly. In practice, however, the selection process
may be optimized such that the symbol error rate is minimized. The optimization of constellation
selection is outside the scope of this work. To demonstrate the symbol error rate performance,
a number of 10% symbols are randomly generated from the set of integers {0,1,...,15}. The
communication receiver is assumed to be equipped with a single receive antenna. The complex
channel coefficient is selected such that it has magnitude of unity and its phase is drawn randomly
and uniformly from the set [0, 27]. Figure 5 shows the SER versus SNR for ., = —14°. The
SER curves exhibit the expected standard behavior of a communication system, with the bit
error rate increasing with decreasing SNR. The results reveal that the use of MIMO radar with
transmit beamforming outperforms the conventional MIMO radar case which can be attributed to
the increased SNR at the communication receiver due to the coherent processing gain achieved
through transmit beamforming. However, it can be seen from the figure that for low SNR values,
the case of K = 4 beams has the best performance because it has the highest transmit gain. At
high SNR values, the case of K = 16 beams has the lowest symbol error rate which can be
attributed to the increased dimensionality of the symbol size and, correspondingly, the ability to

choose a constellation of symbols that are as dissimilar from each other as possible.

Example 3: Information Embedding with Robustness against Eavesdropping

In the third example, we demonstrate the joint radar-communication performance with ro-
bustness against eavesdropping. We focus on the case of MIMO radar with K = 16 transmit
beams and conventional MIMO radar. To achieve maximum communication performance, the

transmit beamforming weight matrix W is designed such that the condition given in Eq. (22)
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Fig. 6. Communication symbol phase distribution for MIMO radar with transmit beamforming using K = 16 beams and
conventional MIMO radar with omnidirectional transmission (a) phase versus gain of K = 16 transmit beams towards the
intended communication direction, i.e., distribution of Z{W"”a(6.)} versus |[W*a(f.)| (b) phase versus gain of transmit
K = 16 beams towards the direction of the eavesdropper, i.e., distribution of Z{Wa(6.)} versus ‘WH a(@e)‘ (c) phase
versus gain of conventional MIMO towards the intended communication direction, i.e., distribution of Z{a(6.)} on the unit
circle (d) phase versus gain of conventional MIMO towards the direction of the eavesdropper, i.e., distribution of Z{a(6.)} on

the unit circle

is satisfied, i.e., the phases Z{W¥#a(f.)} towards the intended communication direction are
equispaced within the interval [0, 27] with separation 27 /16 as shown in Fig. 6-a. On the other
hand, to achieve robustness against eavesdropping the matrix W should satisfy the condition
given in Eq. 23, i.e., the phases Z{Wa(,.)} towards the eavesdropper should be the same as
shown in Fig. 6-b. For the conventional MIMO radar case, to achieve maximum communication
detection performance we introduce phase ambiguity mitigation as explained in part 3) of Sec. V-
A. This makes the phase distribution towards the intended communication direction uniform on

the unit circle as shown in Fig. 6-c. However, choosing to mitigate phase ambiguity such that
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Fig. 7. SER versus SNR with the communication symbols constructed with phase distribution as in Fig. 6.

the communication detection is maximized does not guarantee that the eavesdropper will not
be able to intercept the embedded information. This can be seen in Fig. 6-d where the phases
towards the eavesdroppers are distinct and unique which enables detecting the message by the
eavesdropper.

To demonstrate the SER performance versus SNR, we fix the bit rate per PRI to N, = 16 for
both methods. For the case of MIMO radar with K = 16 beams, a constellation of size L = 26 =
65536 symbols are selected from the total number of L., = 16!. For the conventional MIMO
case, a constellation of size L = 2'6 = 65536 symbols are selected from the total number of
Lyerm = 10!, In both cases, the required constellations are selected randomly from the available
permutations. Figure 7 shows the SER versus SNR for the two cases considered. The results
demonstrate that the MIMO radar with 16 transmit beams outperforms the conventional MIMO
radar.

The performance as a function of the receiver spatial angle for fixed SNR=30 dB is shown
in Fig. 8. We display performance curves for 16 bits per symbol. The figure shows the SER
performance for case of the MIMO radar with 16 transmit beams and the conventional MIMO

radar. As expected, the communication system employing the MIMO radar with 16 transmit
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Fig. 8. SER versus spatial angle of the communication receiver with induced phases employed at the transmitter to shift the

best performance towards 6. = —14. The SNR employed is 30 dB.

beams has lower SER towards the communication direction and maximum SER towards the
eavesdropper at direction 6, = 8°. In addition, it prevents the message from being intercepted
by any receiver located in the sidelobe region. On the other hand, the conventional MIMO radar
curve exhibits low SER towards the intended communication direction but fails to prevent the
eavesdropper at direction 6. = 8° from intercepting the data. Moreover, the conventional MIMO
exhibits fluctuating performance allover the spatial domain which agrees with the theoretical

performance shown in Fig. 2.

VII. CONCLUSIONS

The problem of dual-function cooperative radar-communication system design was considered
and a new technique for information embedding specific to MIMO radar was introduced. It
was assumed that the system transmitter is either mounted on a stationary platform or its
airborne spatial coordinate is provided to the communication receiver. In either case, the relative
angle of the communication receiver to the radar transmitter is assumed known. The proposed
technique exploits the fact that the MIMO radar receiver requires the knowledge of transmit

waveforms-transmit antennas pairing, and does not require pinning a specific waveform to
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a specific antenna. The flexibility of varying the waveforms across K transmit beams over

different pulse repetition periods can be exploited to embed a large constellation of K'! symbols.

This allows the transmission of |[log,(K!)] bits per PRI. The probability of error was analyzed

and the bounds on the symbol error rate were derived. Simulation examples demonstrated the

effectiveness of the proposed information embedding technique.
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